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Technology changes. Information prevails.



First generation
DPPaS — LIBNOVA Cloud Services

In 2015, we start offering our first iteration of a
DPPaS (Digital Preservation Platform as a
service), as part of LIBNOVA Cloud Services



DPPaS G1: First customer

First generation
DPPaS — LIBNOVA Cloud Services

In 2016, we bring our first customer on board
to the new platform.



I DPPaS G1: First customer |
First generation Early 2017: 2Gen design phase
DPPaS — LIBNOVA Cloud Services starts

In 2017, we start working on the second
generation platform, with an NDSA 4 (Storage,
Integrity and Security) - 100% data durability
target by default — Risk assessment completed.



DPPaS G2 Ready.

DPPaS G1: First customer Migration from G1 customers.
First generation Early 2017: 2Gen design phase
DPPaS — LIBNOVA Cloud Services starts

In 2018, we finish or testing over the new
architecture and start the G1 to G2 data
migration.



DPPaS G2 Ready.

DPPaS G1.: First customer Migration from G1 customers.
First generation Early 2017: 2Gen design phase 150 27001
DPPaS — LIBNOVA Cloud Services starts Re-scoping

Early 2019: we changed the scope of our existing ISO
27001 to include the 2" generation LIBNOVA Cloud

services. External certification to happen on Sept.
2019.
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Challenges applicable to anybody:

Full compliance with NDSA Level 4 (Storage, Integrity and Security)
- Full integrity... - At least three copies... - Not a single person...

100% Durability target
- Durability? - Even under non-standard circumstances
- Even if we are not there — Customer-accessible escrow with glacier

100% Integrity target
Isolated environments to reduce risk

Challenges more specific for us:

: ISO 27001-certifiable (systems and processes)
3 Transparent — to allow ISO 16363 customer-initiated certification or self audit

- Territory (US/EU — GDPR, etc.) — Customer data isolation
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Swiss cheese model

Hazards
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Risk assessment and mitigation process
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We decided to include Amazon Glacier to
implement dark storage, but...

...Glacier is not dark storage by default: you need
to tweak it to make it behave that way...

... but wait... What is dark storage?

Isolated environments >>> no shared risks



LIBNOVA DPPaS — Cloud Services architecture overview

Security — fail-over balancing
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LIBNOVA DPPaS — Cloud Services data flow Tereve
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1: SIP Ingestion 2: AIP Generation 3: AIP copy 4: Escrow copy 5: Access copy



Process: Storing
Phase 1: TreeHash calculation (!)
Phase 2: Upload

Phase 3: Upload check
Phase 4: Vault lock (!)




Process: Audit level 1
Phase 1: Inventory request
Phase 2: Send inventory to LIBSAFE
Phase 3: LIBSAFE matches it
- Same hash
- No extra
- No missing
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Process: Audit level 2
Phase 1: Random % select and Glacier request using AWS SNS
Phase 2: in-memory SHA 256 hash to create results list
Phase 3: LIBSAFE matches it

- Same hash
- No extra
- No missing
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